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Bao vé may tinh
KHI NOI MANG

INTERNET

TIEN THANH

nternet luén ludn 1a méi de doa vé moi mit d6i

vai bat ¢t ai ludt mang Internet, ngay ca doi

véi nhitng nguoi biét va dé phong né. Theo
bao cdo tgi pham mang nidm 2011 cua Norton, trén
pham vi todn cau, mdi ngay c6 1 tridu nguoi tro
thanh nan nhén cta t¢i pham mang. Chinh vi thé,
du la ngudn chuyén hay khong chuyén trong l”fnh
vuc tin hoc ban ciing can trang bi cho minh mot s6
kién thirc co ban tu bao vé minh that sur an toan khi
kham pha Internet.

Cic moide doa ciia Internet

Piéu déng quan tim vé moi de doa tir Internet
hién nay van 1a cac phan mém gian diép (spyware)
hay virus vi thé can nim ving moi chuc niang hoat
dong cua chung nhu sau:

* Malware (13 tr viét tit cia malicious
software cO6 nghia la phén mém doc hai): ching ton
tal va hoat dong trén méy tinh cua ban mot cach tu
do. Malware cé thé hiéu la phan mém doc hai va
bao gébm: virus, Spyware, keylogger va Trojan...

* Spyware (phan mém gidn digp): day la mot
loai phan mém glan diép dé thu thap thong tin vé
nguoi ding, bao gém ca thong tin c4 nhan va théi
quen (céc trang web ma ban thudng truy cap). N6
con co kha nang kich hoat cdc quang cdo va cai dit
phan mém ddc hai khéc.

* Virus: 1a mot loai phan mém ddc hai co thé
tr nhin ban va l1dy nhiém cic may tinh khic thong
qua mang ludi hoac phuong tién truyén thong
(ching han nhu mét & dia flash). Virus c6 thé lam

nhiéu diéu c6 hai cho may tinh clia ban, ching han
nhu di lai va sir dung n6é cho muc dich dgc hai.

Bao miatbén trong mdy tinh

* Pidt mat khau cho file: Mot sé nguoi luu
cac matkhau, chi tiét tai khoan ngan hang va nhitng
thong tin ca nhan khic trong tai liéu Word. Sau d6
ho nhet file d6 vao mot thur muc nao do nhu Backup
trong 6 cu'ng Chuyen gi s& xay ra néu nhu laptop
cua ho bi mat cip? Giai phap 1a khoa tai liéu do
bing mat khdu. Cach lam 13 vao File, chon Save
As, kich chudt vao Tools, chon Security Options.
Kich vao thé Advanced, chon Microsoft
Enhanced Cryptographic Provider, nhin nit
Ok. Sau d6, ban nhip mat khau vio 6 "Password
to open", roi nhan tlep Ok. Ban s& dugc dé nghj
nhap lai mit khiu 1an nita. Sau khi hoan tit dong
tac do, ban kich chudt vao nut Save. Nhu viy, file
do di dugc ma hda nhung diéu quan trong la dirng
¢d quén mat khau.

* Khéa mady tinh tur d(’ing Méy tinh van
phong thudng dugc bao vé can thin bang mét khiu
dé chong tham nhap trai phép. Tuy nhién, may tinh
dé van co nguy co b1 thim nhip trong khoang thot
gian ngin khi ban ra ngoai. Cach déi phé véi van dé
nay la bt tinh ndng bao vé man hinh biang mat
khau. Vao Start, chon Control Panel, chon
Display. Chon thé Screen Saver, kich vao 6 "On
resume, password protect”.

Bao mat mdy tinh khi truy cip Internet

* Cai dit phan mém bio vé: Hay chic rang
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hé diéu hanh cta ban dugc cip nhat tu dong va birc
terong hra (firewall) duoc bét lén va Su dung cac
chuong trinh bao mét bao gdm phan mém chong
virus va spyware, ding ky cap nhat cac phan mém
nay. Quét toan bd may it nhat mot than g mot lan.

* Sir dung Email: Khong mé céc file dinh
kém hay an chudt vao nhimg dudng link trong
email tir nhu*ng ngum ban khong quen biét. Sir
dung mét khau it nhat 8 ky tir hoiic s6 va biéu tugng
va thudng xuyén thay doi chung.

* Bao mat tai khoan Gmail: Theo Google,
néu ngudi dung truy cip dich vu thu dién tir Gmail
trén mang cong cong khong ma hoa hay trén mang
khong day, cac tai khoan Gmail ctia ho c6 thé dé bi
tin cong hon. Giai phap cho van dé nay 1a chi can
thay doi vai thiét 1ap cua tai khoan. Vao muc
Settings nim & goc trén bén phai cira s6 Gmail
window, tim dén muc “Browser connection”
trong thé General, kich chudt vao 6 "Always use
https", sau d6 nhan vao nit Save Changes. Vi
dong tac do, ban da kich hoat tinh nang m3 hoa cua
Gmail. Viée kich hoat tinh ning bao mat email nay
c6 thé khién cho viéc md Gmail 1au hon mot nhung
no6 s& giy ra kho khin vai nhitng hacker muon in
cap thong tin.

* Pong cong mang khong diy: Mo mang
khong day tu do cung tirong tu nhu mot ngd1 nha
khong c6 khoéa. Bat ky ai trong pham vi phu song
khong day (dai ngan khac nhau tiy vao chuén két
noi khong diy) cta router déu c6 thé nhin thay
mang ctia ban, in cip bing thong hoic nguy hiém
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hon 1a tham nhap trai phép vao cac may tinh bén
trong mang. Giai phap cho van dé nay 1a d6ng cira
mang khong diy. Pau tién hdy mé trinh duyét
Internet, g6 dia chi cta router (vi du nhu
192.168.1.1) vao thanh dia chi roi nhan Enter dé
m& nd. Sau d6 nhip tén tai khoan va mat khau dé
ma tién ich thiét l4p cua router. Dé d6i mat khau
ma1, ban sé€ phai nhap mat khau cii. Néu ban chua
bao gid d6i tén ngudi ding va mat khiu cua router,
tén ngudi dung va mét khau mic dinh 1a admin véi
router cua Linksys va D-link. Céach thirc d6i mat
khau router cia mdi hing khac nhau. Vi du, véi
router Linksys, ban c¢é thé do6i mat khau & thé
Administration. Trong router Belkin, c6 thé vao
System Settings. Con trong D-Link, ban ¢ thé doi
mat khau & muc Admin trong thé Tools. Chon mét
khau méi cho router nén dai hon 8 ky tu va sir dung
két hop ca s6, chit hoa va chit thuong hodc c6 thém
ky tur ddc biét thi cang tot. Sau khi d6i mat khau,
ban nén v hiéu héa tinh ning phat tin hiéu SSID.
Maoi loai router ¢6 cach vd hiéu héa khic nhau do
su khac biét vé giao dien. Vi du, voi router D-Link
thi vao Wireless, chon thé Home, chon nat Off ¢
lra chon Wireless Radio. Tuong tur vdi router
LinkSys, chon Wireless, roi Basic Wireless
Settings va nhan chudt vao niit Disable.

* Ket noi internet: Khong két ndi Internet va
sir dung mang khong ddy ma khong c6 mat khau.
Khong gui thong tin nhay cam tdi mot trang Web
ma khong bit dau bang “http”, cum tir “http” ¢6
nghia la no dugc bao ve.
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